Instruction Manual ~a¢ /ATHEON

Jatheon cCore v3 Admin Manual

Thank you for choosing Jatheon Technologies. This guide describes administration tasks for your cCore
archiving appliance.

*Please note that the system presented in this manual may differ from yours depending on the version
of the software you're currently using.
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1. Dashboard

This is a short overview of the admin menu dashboard section of the Jatheon appliance
web interface.

The dashboard section provides some basic information on the usage, health and statistics
of the Jatheon appliance. To access the dashboard, you'll need to have admin permissions
on the appliance and go to the admin menu section.

Admin Menu

Change Password

Sign Out

Once there, the first tab on the top left is the dashboard.

JATHEON ergo

v Dashboard

[; System

Eﬁ Message Source

£§ User Management

é Backup

The dashboard section consists of 3 pages: System Info, Email Statistics and New
Statistics.
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System Info

The System Info tab gives basic information about the usage and health of your appliance.
The first thing you'll see at the top is the Refresh button along with a drop-down menu that
allows you to configure auto refresh (disabled by default). Pressing the refresh button will
refresh the information displayed on this page.

On the left side, you'll see the information about the RAM usage (allocated), disk usage,
swap memory usage, root partition usage, as well as search engine RAM and disk usage.

T Auto Refresh: |No auto refresh Data timestamp: 10:54:49

System Indicators

(BRI RAM Usage 88%
@Data Disk Usage 26%
—. Swap Memory Usage 37%
bRoot Disk Usage 0%

(= Search Engine RAM Usage 55%
[ Search Engine Disk Usage 11%

On the right side of the system info tab you'll see health information about the appliance as
well as CPU temperature, number of processed emails and number of emails waiting to be
processed (pending mails).
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System Status Info

Serial Number: 1975

Operating System Version: 7.8
Database Version: 9.1.14
Search Engine Version: 1.2.3
Disaster recovery: NIA

CPU Temperature: Not configured
Indexed Mails: 4725

Pending Mails: 0

Problem Folders (Message Queue):. 0

Email Statistics

The Email Statistics tab allows you to find statistics on every aspect of the appliance
operation. You can filter these by total number of messages on the appliance, number of
duplicates, number of attachments and you can also select the size scale you wish to have
displayed (KB, MB or GB). You can also select to see a daily or hourly reports and select the
date range you wish to generate statistics for. Once it's all configured, you can press the
Show Report button and the appliance will generate and display the statistics for the
selected parameters below.
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WE Graph statistic ‘Schedule Statistic Mailer

Type: @ Messages Number * .
" NONE
Duplicates Number Scale:

K Bucket: @ Daly »  From [Mar01,200110:5400
Attachment Number ® mehe! it ‘Stow Report Total for entered period: 0.007

Overall Bytes & To |Mar 15,2018 10:54:00

Archived Bytes

Mail Processor Statistics

B Messages Number

Messages Number(/1000000)

The email statistics tab also has 3 subtabs. The first is Graph Statistics, outlined above.
The other two are Email Statistics, which displays the same results without the graphs
and can be copied easily, and Schedule Statistic Mailer.

The Schedule Statistic Mailer tab allows you to schedule and send statistics reports to
specific email addresses. This saves you from having to log in to the web interface every
time and run the task for statistics by sending them to you in an email.
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New Statistics

The New Statistics tab of the dashboard displays more detailed statistics such as how
many of the total number of emails were internal, incoming or outgoing, average email
Ssize, average attachment size, average emails per day/month/year, as well as the average
search time and maximum search time. It will also show RAM usage, disk usage etc.

RAM Usage Data Disk Usage Swap Memory Usage Root Disk Usage

' RAM Usage / ' \ia Disk Usage P ’ SwapWMemory Usage ; \ Root Disk Usage

Annual Archive Growth

E-mail: 4725 Internal Emails: 0 Mail average search time: 0.25s
Average Email Size: 854 KB Outgoing Emails: 0 Mail maximum searchtime: 2.90s
Social 0 Incoming Emails: 4725
g M vails g Search: 0 Average Emails Per Day: 4725
E Il ? Collaboration: 0 Average Emails Per Month: 4725
f; % Social Attachments: 0 Average Emails Per Year: 4725
Mail Attainments: 1166 Average YoY Growth: 100%
I . Average Attachment Size: 412.5KB
—— —— ——
i ® FROM
Last week top mailboxes T0
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2. System

This is a short overview of the admin menu system section of the Jatheon appliance web
interface.

To access the system settings you'll need to have admin permissions on the appliance and
go to the admin menu section.

Admin Menu

Change Password

Sign Out

Once there, click on the second tab on the top left to access system settings.

JATHEON ergo
[ pasnooara

[ system

5 Message Source

@ User Management

B Backup

System settings section consists of 5 pages: General Configuration, Proxy Settings, SSL
Certificates, Support and Outlook Plugin.

JATHEON ergo

GENERAL CONFIGURATION  PROXY SETTINGS 55L CERTIFICATES SUPPORT OUTLOOK PLUGIN
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General Configuration

You can edit General configuration settings by clicking on Edit button.

GENERAL CONFIGURATION  PROXY SETTINGS 55L CERTIFICATES SUPPORT OUTLOOK PLUGIN

i

ATHEON ergo

GEMERAL CONFIGURATION ~ PROXY SETTINGS  SSLCERTIFICATES  SUPPORT  OUTLOOK PLUGIN

[ pasnboara m
-~ System
b s

Company uRL

Domains

5% User Management

o
B Backup

Defauit Email
Address

Tech Support
Email Address

Allow Do Wot

Archive

Organization unit

SMTP Server
Name

SMTP Port
SMTP Usemame

SMTP Password

Restore Mail
subject Prefix

Restore Mail Body

Forward Mail

Subject

Highlight color

Enable Forgot
Password

Use Paged Table

Populate User
search

Default Search
Range

Allow Search With
Leading Wildcard
Enable search

snippets

[>]

Timestamp(Receive
header)

Recipient

(Received header)

~ G
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When you're done editing, you can save your settings by clicking on the Save button which
will replace the Edit button once you select it.

Gl
14%]

neral Configuration

Company Name

Company URL

Domains

Default Email
Address

Tech Support
Email Address

Allow Do Not

Archive

Organization unit

naime

X3 I

Jatheon Technologies
v jatheon.com

jatheon.com

plugncompany@jatheon.com

support@jatheon.com

Allow Do Mot Archive

ou

=

www.jatheon.com | 90 Richmond Street East, Suite 200 Toronto, Ontario, Canada M5C 1P1 | 1-888-528-4366 | 1-888-JATHEON



~g /ATHEON

SMTP A

SMTP Server localhost

Name

SMTP Port 25

SMTFP Username

SMTP Password

Restore Mail [PnC Restore]

Subject Prefix
Restore Mail Body To complete restoring your mails, simply drag and drop

Forward Mail [PnC Forward]

Subject

Highlight color

Password Section Q

Enable Forgot Allow users to retrieve login information via mail

Password
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Use Paged Table Use Paged Table

Populate User 0

Search

Default Search 385
Range

Allow Search With Allow Search With Leading Wildcard

Leading Wildcard

Enable search Enable search snippets
snippets
Message Processing Options Q
Timestamp{Receive Extract timestamp from the last hop(first Received header)
header)
Recipient Extract recipient information from Received header

(Received header)
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Proxy Settings

Here you can add your proxy settings.

GEMERAL CONFIGURATION  PROXY SETTINGS 35L CERTIFICATES SUPPORT OUTLOOK PLUGIN

Proxy Settings Enabled

Host
Port
Username

Password

SSL Certificates

You can easily install or renew your SSL certificate by importing it to your appliance.

GENERAL CONFIGURATION PROXY SETTINGS SSL CERTIFICATES SUPPORT  OUTLOOK PLUGIN

For SSL instaliation instructions, please login toJatheon Custome

Keystore Content Import Root Certificate { Alias: root )

Keystore type: JKS Select Certificate File:
Keystore provider. SUN

Choose File | No file chosen Upload
“our keysiore contains 3 entries
Alias name: root Import Intermediate Certificate
Creation date: Oct 13, 2018
Entry type: trustedCertEntry Alias:
Owyner: CN=Go Daddy Root Certificate Autheority - G2, O="GoDaddy com, Inc.”, L=Scoltsdale, ST=Arizona
—Us Select Certificate File:
Issuer: CN=Go Daddy Root Certificate Authority - G2, O="GoDaddy.com, Inc.", L=Scottsdale, ST=Arizona, Choose File | Mo file chosen Upload
=Us
Serial number: 0
Valid from: Tue Sep 01 00:00:00 UTC 2009 unfil: Thu Dec 31 23:59:50 UTC 2037 Import Certificate ( Alias: tomcat )
Certificate fingerprints: -
MADE:_ 903 4037 M. C&:C0-0N-A0:-20-37-4 A-27: AD-0A-N4
Generate New Private Key Select Certificate File:
Choose File | Mo file chosen Upload
Generate
Import Certificate Bundle
Generate Certificate Signing Request (CSR)
Select Bundle File:
Choose File | No file chosen Upload
Select Certificate File:
Backup Keystore File Choose File | No file chosen Upload

] [==]
Restore Keystore File

Restart Web Server
Select File:

Choose File | Mo file chosen Upload Restart Web Server
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Support

You can easily install the dedicated support channel which will allow Jatheon support to log
in remotely.

GEMERAL CONFIGURATION  PROXY SETTINGS 55L CERTIFICATES SUPPORT OUTLOOK PLUGIN

Serial Number:
Customer ID

Support Channel
Status

Contact Jatheon Contact Jatheon Support

Support

Tech Support
Email Address
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3. Message Source

Ingestion

Introduction

The Ingestion task is used to import emails that are packed inside a Microsoft PST file or
individual EML files. You should have a predefined folder where all PST or EML files will be
located. The process will start after you click on the Execute Now button. Please note that
it may take a while to finish depending on the number of emails you are trying to ingest.
When the process is finished, you can check the log for the ingestion process in the history
tab.

To configure Ingestion on the cCore appliance, please do the following:
Log in (default admin details) admin@jatheon.com / jatheonergo
Go to the Admin menu in the bottom left corner.

JATHEON efgo

[ policy

DATA | KNOWLIOGE | INSIG)
P
SIMPLE  ADVANCED  SAVED SEARCHES SEARCHRESULTS CLIPBOARD CONTENT RECENT SEARCHES  KEYWORD LIST i =
—_—

Simple Search

Do a simple search with a keyword, a phrase or save this search for later

P Audt

sender [ Recipents [l Subject Body [ Attachment

Date Range (From - To)
£4 Aug 01,2012 - FOREVER
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When you are in the Admin menu, click on the Message Source tab on the left and select
Ingestion tab. Here you will see the following sections:

1 Ingestion
2.Network
3.History

jatHeoN @O
IMAP FOP3 FOLDER SYNCHRONIZATION MESSAGE QUEUE  EXPUNGEEMALS GROUPWI
Qoo .,

You'll first need to create and configure the Network section. Click on the Add button and
the Edit section will appear.

3 DATA | amowie0as | isioNT
meon @O O -
INGESTION IMAP  POP3  FOLDER SYNCHRONIZATION ~ MESSAGE QUEUE  EXPUNGEEMAILS GROUPWISE  EXPORTAND POLICY TASK
e

et e
D omn [0 w8 0| = e [ & s

D Message Source | o WN  USERNAME = TYPE  STATUS | OPERATIONS ﬂ
\Ih2co3 jatheon locisharelPodesta CFS Unmounted Mount
[ﬁ User Management
“ Backup
Location (Local) - Usemname | admn@jatheon com
Device (Remote) B Password  sessssssses
Domain Type u
Ergovt
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The following table explains all field functions and use:

Location Select a local destination folder for mounting remote network drive. At this
(Local) moment only one location is available - /mnt/ingestion

Enter network drive address (location)
Device Do not use backslash \
(Remote) You should use slash /
Here's an example: //edison.jatheon.local/pncimport.

Here you can define Domain security attribute for network drive (if

D i .
omain required).
Here you can define username security attribute for network drive (if
Username .
required).
Password Here you can define password for username (if required).
Tvpe Here you can choose between two network drive types, (access protocols)
P CIFS or NFS.

After the network drive has been mapped, you'll see the Mount option. You need to mount
the drive so it can be used (displayed) as selection in PST and EML Ingestion.

\THEO! e
OGO S — =
B omreons

& sysen ] o e =

b Messagesowrce

imtingesiion [T — NS ncimiad
&% User Management

ﬁ Backup

]
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If you want to delete the network drive from the appliance, you need to click on the
checkbox on the left to select it and then click on the Delete button.
T

Location (Local)  /mntiagestion - Username "

Domain | Type  NFS [ - §

PST/EML Ingestion Section

Once the network drive has been mapped, go to the Ingestion section, choose the file type
you are importing (PST/EML), fill in the recipient email to be notified once the task is done,
select /rename files to/ check box.

If the import was completed without errors, you'll have your original files renamed as pst.
If you are importing a huge number of PST files and for some reason the ingestion task
finishes with errors, you'll be able to reingest only the problematic files (PST failed).
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Make sure that the task is set to Enabled. You can also set the number of hours for the
task to reoccur if you wish to automate the process and simply load the PST/EML files to
the shared drive and execute ingestion as per schedule.

JATHEON er (@)
INGESTION IMAP POP3  FOLDER SYNCHRONIZATION ~MESSAGE QUEUE  EXPUNGEEMAILS  GROUPWISE

=
[ oossoars oo (YT

Notification Recipients:  example@jatheon.com

a ] Ingestion Type . PST
Q em
@ User Management Rename file to
indicate ingestion
ﬁ Backup status

Ingestion  /mnvimport/podesta

| Recur every |23 hours I

Locations

Once you've prepared everything as described in the previous segment, go to the Edit tab
and choose Set locations tab. Choose location and load selected path. You'll be able to see
shared drive content. Select the desired PST files. Use Select All option or manually select

the folders you wish to ingest.

l Nt Fira Ti H518-03°01 2400.00

Select locations & x

Locaton: /mntimport lmeys pst Load Selected Path

” “m podesta Feb 8, 2017 3:48:58 PM
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Save the changes and click on the Execute tab to start ingesting selected files from the
mounted network path.

atheon @O
INGESTION IMAP POP3 FOLDER SYNCHRONIZATION MESSAGE QUEUE EXPUNGE EMAILS GROUPWIS
—_—
B besec - CC=IED

G sysen BT S

Notfication Recipeents:  example@sath

—~
B i Ingestion Type . PST
O
@ User Management Rename file to
indicate ingestion
ﬁ Backup s
Ingestion /mntimportipodesta
Locations
Set Locations
Recur every 23 hours

Ingestion — History Section

In the History section you can see the history and details of all successful tasks, tasks with
errors, interrupted tasks or tasks with warnings. When the Success drop-down menu is set
on blank, it will display all logs. You can choose to see the history for the PST Ingestion
tasks or for the EML Ingestion tasks by clicking on the task type drop-down menu. After
selecting, click on the Search button, select the period for which you would like to check
your logs and you'll get the desired results. Click on the log to expand it and examine it in

greater details.

ncon @GO 2
e S e B

oo - D)

Task Type: [PSTingestiontask [ Succes

Bl Ao [Feo28.2018 [BY o [Maror2018 Y

SUCCESS
WARNING

: ERROR 5 .
DATE TIME H WTERRUPTED DURATION RESULT

Resuts: 3 pagesze0 [

ég User Management

DATE TIME TYPE SEVERITY  MESSAGE
ﬁ Backup

2018-03-01 00:00:00 TASK_STARTED INFO SCHEDULED

20180201 00:00:00 TASK MESSAGE  ERROR Ertor occurred during PST ingestion. Source fleffolder doesnt exist

pst

2018-03-01 00:00:00 TASK_COMPLETED  INFO

2018-02-28 23:00:.00 PST Ingestion task : PST Ingestion task 00:00:01 ' ERROR

2018-02-28 00:00:00 PST Ingestion task : PST ingestion task 00:00:01 + ERROR
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IMAP
Introduction

IMAP module is a utility for retrieval of email messages from IMAP servers. In order to fetch
content from an IMAP server, you need to define a server connection, which can be done in
the IMAP Connection section. The IMAP server is the latest and most popular protocol
among modern email servers. The biggest internet providers allow their users to configure
their accounts for IMAP access to their messages. All the required information on the
connection settings can usually be found on their proprietary pages.

To configure the IMAP task on the cCore appliance, please follow the following instructions:
Log in (default admin details) admin@jatheon.com / jatheonergo

Go to Admin menu in the bottom left corner:

atveon @O )
SIMPLE ADVANCED  SAVED SEARCHES SEARCH RESULTS  CLIPBOARD CONTENT RECENT SEARCHES KEYWORD LIST
_
[ Policy
: Simple Search
9 Audit P
Do a simple search with a keyword, a phrase or save this search for later
SEARCH FIELDS Sender Recipients [} Subject Body [ Attachment

Date Range (From - To)

4 Aug 01,2012 - FOREVER v

Admin Menu

Change Password

Sign Out
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When in Admin menu, click on the Message Source tab on the left and then select IMAP:

iatHeon @O
INGESTION POP3  FOLDER SYNCHRONIZATION  MESSAGE QUEUE  EXPUNGE EMAILS  GROUPWISE
owoms

, System
ok CE 2 ) B

a Message Source CONNECTION NAME IMAP SERVER PORT

& User Management

“ Backup

~ Ergov1.1.30
(e84 )

After clicking on the Add button, Edit section will appear with the following options:

INGESTION IMAP POP3  FOLDER SYNCHRONIZATION MESSAGE QUEUE EXPUNGE EMAILS GROUPWISE  EXPORTAND POLICY TASK

JATHEON ergo'
oo

, System
G e [ ) X
CONNECTION NAM

|b Message Source

JAP SERVER PORT TLS ENABLE DELETE AFTER DOWNLOA

@ User Management

é Backup

wos

Connection Name: " Mailbox Folder: | INBOX ) Batch Size: 10
IMAP Server: = Username:  admin@jatheon com = Batch Size (KB): 100
Port: |993 ¥ Password:  sesssssssse " Maximum Message Size 10

(MB):
TLS Enabled: o

Delete After Download: Il
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The following table explains all field functions and use:

Field Name

Explanation

Connection Name

IMAP Server

Port

TLS Enabled

Delete after
Download

Mailbox Folder
Username

Password

Batch Size

Batch size (KB)

Maximum Message
size (MB)

Enter the name of new IMAP connection. After data is saved, the
connection name will appear on the IMAP main list.

Enter your IMAP server HOST name, which can be an IP address or
the FQDN.

(for example: imap.gmail.com)

Provide server port for IMAP traffic.

Check this box if server requires Transport Layer Security protocol
(TLS).

Check this box if you want your email messages to be deleted on
IMAP mailbox after messages are delivered to cCore.

(NOTE — IMAP server configuration may overwrite this behavior
depending on IMAP users account settings).

Enter the remote mailbox name (e.g. Inbox, Sent etc.).
Enter email account (email address).

Enter account password.

You can define maximum number of email messages to fetch in a
single batch retrieval operation.

The purpose is to reduce IMAP server traffic load. Please change
default values of Batch size, and Batch size (KB) with extreme
caution.

You can define maximum package size in kilobytes for email
messages to fetch in a single batch retrieval operation. Please
change the default values with extreme caution.

You can define the maximum size of an email message to retrieve.
Messages larger than this size will be excluded from download and
will remain on the server.

In case such messages exist, the task log will create a warning
message.

After IMAP connection has been created, the Test Connection button will appear. You can
test if the connection is properly set up and whether it's working without retrieving emails

from the folder.

www.jatheon.com | 90 Richmond Street East, Suite 200 Toronto, Ontario, Canada M5C 1P1 | 1-888-528-4366 | 1-888-JATHEON 22



~g /ATHEON

DATA | KNOWLIDGH | INSIGHT i

veon @O0

INGESTION IMAP  POPJ FOLDER SYNCHRONIZATION MESSAGE QUEUE EXPUNGE EMAILS GROUPWISE  EXPORTAND POLICY TASK
[ Desnboard History

o]

[ N
Gl test imap gmai. com ) tiue false
@ User Management Test Connecton
N —

B Backup

Connection Name: Gmai test Mailbox Folder: INBOX Batch Size: 10
IMAP Server: |imap gmail com Usemame:  testimap@gmail com Batch Size (KB): | 100

" Maximum Message Size |10
(mB):

Port 993 Password:  sesssssses

LS Enabled:

Delete After Download: Il

If you want to Delete the IMAP connection, click on the check box on the left to select the
IMAP connection and then click on Delete button.

DELETE AFTER DOWNLOAD

Confirm x

Are you sure you want to delete this item?
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IMAP - Scheduler Section

Once you've created the IMAP connection(s) and tested it to make sure it's working
properly, you can automate the task to run as per schedule. You can also run the task
manually at any time by hitting the Execute Now button. Click on Scheduler section on the
IMAP and then click on the Edit button to enter into scheduler edit mode.

Once you are in Edit mode, you'll have the Save button, and all options will be
available/not grayed out.

. DATA | KNOWLIDGE | INSIGH
neon @GO g
INGESTION IMAP  POP3  FOLDER SYNCHRONIZATION MESSAGE QUEUE EXPUNGE EMAILS  GROUPWISE EXPORT AND POLICY TASK =
i

E Dashboard NCH MAP Connections ~ Scheduler | History

Notification Recipients: | example@jatheon com
B Message Source it i
IMAP Connections
i p—
& Backup
Recur every |30 minute(s)
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The following table explains all field functions and use:

Function Explanation
Select which IMAP connections you want system to run as per
schedule.

Save The Save button will remember all the changes and it will turn back
again into the Edit button. Please note that this is not enough for task
to be automated as it must be in the Enabled state.

Cancel Discard all changes and return task to previous state.

Execute Now

Disabled/Enabled

IMAP
Connections list

Recur every _
minute(s)

Next fire time

Select which IMAP connections you want to run manually by clicking
on their check boxes on the left and then click on Execute Now button
to start the task.

The disabled button is in red and it indicates that there will be no
automatic task performed. By clicking on it, you are Enabling the task.
This means that after the save button is used, all selected IMAP
connections will run as per schedule.

The list of all existing IMAP connections.

You can set up the time in minutes for the system to re-run the task.

If the task is disabled, there will be nothing here. If the task is enabled
you'll see the next fire time for the task.
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IMAP - History Section

In the history section of IMAP, you can see the history and details of all successful tasks,
tasks with errors, interrupted tasks or tasks with warnings. When Success drop-down
menu is set on blank, it will display all tasks. Click on the log to expand it and examine it in
greater detail.

. oATA | xwOwLIDGH | sioNT
weon @O0
INGESTION IMAP POP3 FOLDER SYNCHRONIZATION  MESSAGE QUEUE  EXPUNGE EMAILS GROUPWISE  EXPORT AND POLICY TASK &

[ pashboard vew (e @ @
; System Task Type: Success: | -Yrom waro1,208 ] o [warcz. 200 [ RS
ﬁ Message Source Results: 1 Page size:[10 - 1 | SUCCESS

| 1 WARNING
ERROR
DATE TME TASK

TERRUPTED DURATION RESULT

& User Management
2018.03.02 100320 IMAP Ingestion task - System IMAP Ingestion Task 000001 1 WARNING

“ Backup DATE TME TYPE SEVERITY MESSAGE

20180302 100320 TASK_STARTED INFO Task triggered manually by user ivan@jatheon.com

2018-03-02 10:0321 TASK_MESSAGE WARN Nothing scheduled for this execution.
2018-03-02 100321 TASK_COMPLETED  INFO

POP3

Introduction

POP3 is the first widely adopted email protocol within the internet community. This module
is used to define a connection to client's POP3 servers and retrieve messages, either on
demand (triggered manually) or as a scheduled task. In order to define relevant connection
attributes, please contact your network (POP3) server administrator.

To configure Ingestion on the cCore appliance, please do the following:
Log in (default admin details) admin@jatheon.com / jatheonergo

Go to the Admin menu in the bottom left corner:
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SIMPLE  ADVANCED  SAVED SEARCHES  SEARCHRESULTS CLIPBOARD CONTENT RECENT SEARCHES KEYWORD LIST
—

JATHEON ergo

[ Policy

Simple Search

Do a simple search vath a keyword, a phrase or save this search for later

P Audt

SEARCH FIELDS Sender Recipients [l Subject Body [ Attachment

Date Range (From - To)

4 Aug 01,2012 - FOREVER v

Admin Menu
Change Password

Sign Out

When you are in the Admin menu, click on the Message Source on the left and then select
POP3.

: oata | amowuoGr | wsteNT
jrneon @O O -

INGESTION  IMAP FOLDER SYNCHRONIZATION ~ MESSAGE QUEUE  EXPUNGE EMAILS GROUPWISE  EXPORTAND POLICY TASK -
- -

b B A B S

& S m Test connection pop3 gmail.com 110 true false sl Comacicn
“ Backup

~ Ergov1130

After clicking on the Add button, Edit section will appear with the following options:
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The following table outlines all field functions and uses:

Field Name

Explanation

Connection Name

POP3 Server

Port
TLS Enabled

Delete after
Download

Username

Password

Maximum Message
Size (MB)

Enter the name of the POP3 connection. After data is saved,
connection name will be on the POP3 main list.

Enter your IMAP server HOST name, which can be an IP address
or FQDN

(e.g. pop3.gmail.com).

Define the server port for POP3 traffic.

Check this box if the server requires Transport Layer Security
protocol (TLS).

If checked, the messages will be deleted from POP3 server
mailbox after being downloaded to the cCore server.

Enter the email account (email address).

Enter the email account password.

Here you can define the maximum size of email message to
retrieve. Messages larger than this number will be excluded from
download and will remain on the email server.

In case such messages exist, the task log will create a warning
message.

After the POP3 connection has been created, the Test Connection button will appear. You
can test if the connection has been properly set up and whether it's working without
retrieving emails from the folder.
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DATA | KNOWLKDGE | INSIGHT i

[ pashboard
Sh O K e B
Test connection pop3 gmail com 10 true false

& User Management

ﬁ Backup

Test Connection

L1

Connection Name:

POP3 Server:

Port:

TLS Enabled:

Delete After Download:

Test connection Username:  example@gmalcom |~ Maximum Message Size 10
(m8):

pop3 gmail com Password:  esssssssss

10

=

~ Eigov1 130

If you want to Delete the POP3 connection, click on the check box on the left to select a
specific connection and use the Delete button to perform the action.

CONNECTION NAME POP3 SERVER RQg

TLS ENABLED DELETE AFTER DOWNLOAD

pop

Confirm x

Are you sure you want to delete this item?

W £
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POP3 Scheduler Section

When a POP3 connection is created and tested to verify that it is working properly, you can
set up automatic task to run on a scheduled base for the chosen POP3 connections. You
can also run the task manually using the Execute Now button. Click on the Scheduler
section of the POP3 tab and then click on the Edit button to enter into Scheduler Edit
mode.

INGESTION IMAP  POP3 FOLDER SYNCHRONIZATION MESSAGE QUEUE EXPUNGE EMAILS GROUPWISE EXPORTAND POLICY TASK

JATHEON ergo
G oesreoars v G
ipi D) com|

5 Message Source

POP3 Connections

&g User Management Test connection

B Backup ﬁ

[Recur every |30 minute(s) ]

~ Ergovi1.30

Once in Edit mode, you will see the Save button, and all options will be available and not
grayed out.

ineon @GO o
T e e :

[ Dastooara

[ system
2 U Managament ™ Test comnecton pop3 gmail com o tase w

b Backup

onnection Name: p ser * Maximum Message Size |10
(M8)

Delete After Download:
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Function

Explanation

Save

Cancel

Execute Now

Disabled/Enabled

POP3

Connections list

Recur every _
minutes

Next fire time

Select which POP3 connections you want the system to run as per
schedule and set up the process to repeat at some number of
minutes.

The Save button will remember all those changes and will turn back
again into Edit button. Please note that this is not enough for the
task to be automated since you still need to use Enable/Disable
option.

Discard all changes. The Scheduler will roll back into its last saved
state.

You can select which POP3 connections you want to run manually by
clicking on their check box on the left and then clicking on the
Execute Now button.

The Disabled button is in red status and it indicates that there will be
no automatic task performed. Click on it and change the status into
Enabled.

This means that after the save button is used, all selected POP3
connections will run as per schedule.

You can see all already created POP3 connections and chose
whether to be executed automatically by the system or not.

You can run the selected connections instantly with the Execute now
button.

You can set up the time in minutes for the system to rerun the task.

If the task is disabled there will be nothing here. If the task is
enabled, you will see the next fire time for the task.
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POP3 History Section

In the POP3 history section you can see the history and details of all successful tasks, tasks
with errors, interrupted tasks or tasks with warnings. When Success drop down is set on
blank it will display all tasks. Click on the log to expand it and see more details.

. oata | xwowitoG | wsienT
aneon @O0 P
INGESTION IMAP POP3  FOLDER SYNCHRONIZATION MESSAGE QUEUE EXPUNGE EMAILS GROUPWISE  EXPORT AND POLICY TASK o

@ Dashboard (B POP3 Connections  Scheduler | History
D Syse Task Type: Success n From: [Mar01,2018 [ To: [Mar 02, 2018 B

B Message Source Resuns: 1 Pagesze[10 [ 1 | SUCCESS

WARNING

ERROR
INTERRUPTED

DATE TIME TASK DURATION RESULT

&Q User Management

ﬁ Backup

DATE

20180302 135452 TASK_STARTED INFO Task triggered manually by user ivan@jatheon com

20180302 135452 TASK_MESSAGE INFO Starting download from server pop3 gmail com.

20180302 135452 TASK_MESSAGE ERROR Error connecting to server. Eror: Could not connect to server pop3 gmail.com Check your connection
settings (server, port, TLS enabled)

2018-03-02 135453 TASK_MESSAGE WARN Problem sending notification emails: Unable to send email with subject: Jatheon Ergo task execution
FAILED

INFO

2018-03-02 135453 TASK_COMPLETED

~ Emgovi13
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Folder Synchronization

Introduction

Folder Synchronization is a task that can synchronize any LDAP user’s folders from their
Outlook with the Jatheon cCore system.

To configure the Folder Synchronization task on the cCore appliance, please follow these
steps:

Log in (default admin details) admin@jatheon.com / jatheonergo

Go to the Admin menu in bottom left corner:

ateon @O O
SIMPLE  ADVANCED  SAVED SEARCHES  SEARCHRESULTS  CLIPBOARD CONTENT ~RECENT SEARCHES  KEYWORD LIS
_

[ Poliey
5 Simple Search
P Audtt P

Do a simple search with a keyword, a phrase or save this search for later

SEARCH FIELDS Sender Recipients [l Subject Body [ Attachment

Pau Range (From - To)

4 Aug 01,2012 - FOREVER

Admin Menu

Change Password

Sign Out

After the folder synchronization task is properly configured, executed and finished
successfully, every LDAP user which was selected for folder synchronization will have all
their folders/structure and emails displayed in the same way as in his email client
(Outlook).
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atHeon @O O
INGESTION IMAP POP3 QUEUE EMAILS GROUPWISE EXPORTAND POLICY TASK
Qo

L) 1R com

@ User Management

7

Microsoft Exchange Configuration

© Exchange WebServices URL
© Server's Admin Username

“ Backup © Server's Admin Password

Existing Users Selected Users

. Quick synchronization(Pull differences from last synchronization)

R 5 |’
\f ecur every. ours

~ Ergov1.1.30
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Here is the list of fields and actions you can perform here:

Title

Explanation

Edit/Save

Cancel

Exchange WebServices URL

Server's Admin Username

Server's Admin Password

Existing Users

Selected Users

Partial Synchronization,
synchronizes only
mails in the existing folders

Recur every _hours

Task start

Execute Now

Enabled/Disabled

Click here to enter the Edit mode (Edit button will become Save button)
and all fields will be available. Once you're done with editing, click on
the Save button to apply changes.

Discard all changes by clicking on this button.

Enter the URL from your Exchange server
and add additional information on the URL - additional
information/text is "ews/Exchange.asmx"

Enter the Administrator's username - email address for Exchange web
service authentication.

Enter Administrator's password.

This is where you'll find the complete list of all available users in the
system for folder synchronization.

Users can be located in Admin menu/User Management/Users tab).
Select the users here and then click on right arrow icon to move them
to Selected User section.

Only users that are in this section will be available for folder
synchronization.

Click on the user in this section and then on the left arrow to return
them to Existing Users section.

With this option, only folders with changes/differences (when
compared to the current state) will be synchronized, not all folders.

You can set up the number of hours when system will automatically
run folder
synchronization task (the task must be set to Enabled).

You can set up the first ever synchronization task by selecting any date
in the future from the calendar.
Manually run task instantly.

If task is properly configured, you can enable or disable automatic run
of the task.
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In the History section of the folder synchronization, admin can see the history and details
of all successful tasks, tasks with errors, interrupted tasks or tasks with warnings. When
Success drop down menu is set on blank, it will show logs for all tasks.

JATHEON er O
INGESTION IMAP POP3 |FOLDER SYNCHRONIZATION | MESSAGE QUEUE EXPUNGEEMAILS GROUPWISE EXPORTAND POLICY TASK
o

E Dashboard \(=VM Foider Sync  History I

; S Task Type Succebs n rom: [Mar04,2018 [ To: [Mar05, 2018 n
Sl Resulis 0 SUCCESS
B st S WARNING

DATE TIME TASK ERROR DURATION RESULT

INTERRUPTED
éﬁ User Management

ﬁ Backup

How to enable impersonation on Exchange 2010:

When enabling the Folder Structure feature, we need a service account on the Exchange
server that has permission to impersonate other accounts and access their mailboxes.

Step-by-step guide
1. Open Exchange Management Shell

2. Create a service account that will be used for impersonation (e.g.
jatheonServiceAccount)

3. Create a Management Scope that covers all the mailboxes. The following command
will create a scope called "jatheonScope", with a filter that matches the condition of
"RecipientType = UserMailbox"

New-ManagementScope -Name:jatheonScope -

RecipientRestrictionFilter:{ RecipientType -Eq "UserMailbox" }
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4. Create a new role that associates the service account with the new scope created in
the previous step

New-ManagementRoleAssignment -
Name:jatheonlimpersonationAssignmentName -
Role:Jatheonimpersonation -User:jatheonServiceAccount -

CustomRecipientWriteScope:jatheonScope

Message Queue

Introduction

Message Queue is a collaboration mode with the journaling feature of modern email
servers. It allows the Jatheon appliance system to import journaling files for indexing and
archiving purposes. Email communication will not be available on cCore system for
searching or rules-hits until this task is performed and emails are imported.

By default, the task is scheduled for execution every 5 minutes. It can be re-set to run more
or less frequently. This won't impact the performance of the server or the Jatheon
appliance.

To configure the Message Queue task on the cCore appliance, please do the following:
Log in (default admin details) admin@jatheon.com / jatheonergo

Go to the Admin menu in the bottom left corner:

JATHEON ergo

D Policy

BATA | KNOWLI0GH | 1NStG
SIMPLE  ADVANCED SAVED SEARCHES ~ SEARCHRESULTS  CLIPBOARD CONTENT RECENT SEARCHES  KEYWORD LIST # ﬁ

Simple Search

Do a simple search with a keyword, a phrase or save this search for lates

2 Audt

SEARCHFIELDS sencer (9 Recipents [ Suiect [ Boty [ Atachment

Date Range (From - To)
£4 Aug01, 2012 - FOREVER
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When you are in the Admin menu, click on the Message Source on the left, and then
select Message Queue tab. Here you will notice the Scheduler and the History sections.

atHeon @O0
INGESTION IMAP  POP3 FOLDER SYNCHRONIZATION EXPUNGE EMAILS  GROUPWISE EXPORT AND POLICY TASK

Eomm VQ

[Q User Management

ﬁ Backup

~ Exov1130

In the Scheduler section, click on the Edit button (it will become Save button and vice-
versa) and you will be allowed to adjust the number of minutes for the task execution.

JATHEON er O
INGESTION  IMAP  POP3  FOLDER SYNCHRONIZATION EXPUNGE EMAILS  GROUPWISE  EXPORT AND POLICY TASK
Gowen - (GEERED
5 owes > oo [ ]
Notify ecipients:  example@jatheon com|
Message Source
a Mail count in preprocessor folder:  NA
Mail count in processor folder: 0
& User A
Flush every:
g Backup

The following table outlines all fields functions and use:
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Field

Explanation

Execute Now

Disabled/Enabled

Mail count
in preprocessor
folder

Mail count in
processor folder

Flush Every
Next fire time
Cancel

Save

Triggers the task manually.
Emails journaled between two imports are still not searchable
until this task is performed either manually or as per schedule.

The disabled task is sleeping/not activated.
Enabled means that this task will perform automatically. The time of
execution is set under "Flush every " section.

Displays the number of emails waiting to be imported into cCore system.

Displays the number of emails that are imported after Execute Now (or
auto-task) into cCore system and are ready to be indexed.

If the task is set as Enabled, you can set up how often the task will be
performed.

You can see information about the next fire time of the task. Please note
that the task needs to be set to Enabled.

Discards all unsaved changes.

After you have set up this task, click on the Save button to apply all
changes.
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History Section

In the history section of the Message Queue task, you can see the history and
details of all successful tasks, tasks with errors, interrupted tasks or tasks with
warnings. When Success drop-down menu is set on blank it will display all tasks.

wHeon @O0
INGESTION IMAP  POP3  FOLDER SYNCHRONIZATION EXPUNGE EMAILS GROUPWISE  EXPORTAND POLICY TASK

B owttowd o CETED) %
; System Task Type Success From: |Mar 04, 2018 n To: | Mar 05, 2018 u

B Resuts: 1 Pagessize 10 . 1 | success
WARNING

= 5 ERROR :

DATE ME RS INTERRUPTED DURATION RESUL

QB User Management

ﬁ Backup

DATE

2018-03.05 TASK_STARTED INFO
2018-03.05 09:59:58 TASK_MESSAGE ERROR Exception occurred while reading directory: varlDARC/cur
20180305 TASK_COMPLETED ~ INFO

Task triggered manually by user van@jatheon com
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Expunge Emails
Introduction
Expunge emails is a task through which you can delete emails older than certain age.

To configure Expunge Emails task on the cCore appliance, please follow the following
procedure:

Log in (default admin details) admin@jatheon.com / jatheonergo
Go to the Admin menu in the bottom left corner:

atHeon @O O
SIMPLE  ADVANCED  SAVED SEARCHES  SEARCH RESULTS  CLIPBOARD CONTENT RECENT SEARCHES  KEYWORD LIST
_

[ Policy
B Simple Search
2 Audtt P

Do a simple search with a keyword, a phrase or save this search for later

SEARCH FIELDS sender [ Recipients [l Subject Body [ Attachment

Date Range (From - To)

4 Aug01,2012-FOREVER v

Admin Menu
Change Password

Sign Out

Once you are in the Admin menu, click on the Message Source on the left and then select
Expunge Emails tab. Here you will notice the Expunge and the History sections.
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Select the Expunge tab and edit the task:

iatveon @O0
INGESTION IMAP POP3  FOLDER SYNCHRONIZATION MESSAGE QUEUE GROUPWISE  EXPORT AND POLICY TASK
E Dashboard YK cxpunge  History

@ User Management

ﬁ Backup

Set up the number of years/months/days you want to keep emails on the appliance. All
emails older than this age will be deleted from the appliance once the Expunge task is
triggered and finished. Fulfill the recipient email field to be notified once the task is done.
Please note that this task can take a while, depending on the archive size. You can simply
start the Expunge task manually by hitting the Execute Now tab, or you can automatize it as
per schedule. Make sure the task status is set to Enabled and don't forget to Save the
changes after altering the task properties.

jATHEON o) e
O e o f e e ey

e L
Do KN CRET) XIS BRI

Notfication Recipie

example@jatheon com

5 Message Source Expunge emas older than

&% User Management Years* Months*

Days*
N - | Ol - | Ol - |
B Backwp

T - 4D - §
Monday *
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History Section

In the history section of the Message Queue task you can see the history and details of all
successful tasks, tasks with errors, interrupted tasks or the tasks with warnings. When
Success drop-down menu is set on blank it will display all the logs. Don't forget to select the
period (the date range) for which you'd like to review the logs.

N DATA | KNOWLEOGE | INSIGHT
neon @O0 A
INGESTION IMAP POP3  FOLDER SYNCHRONIZATION ~MESSAGE QUEUE anoumss EXPORT AND POLICY TASK A

E PR wew
D o Task Type: Success: | From: Mar04,2018 B To: [Marcs 200 |

B Resuss: 1 Pagesze(0 [ 1 | success
WARNING

ERROR

DATE TIME TASK INTERRUPTED DURATION RESULT

e

& User Management
DATE TME YPE SEVERTY  MESSAGE

“ Backup
2018-03-05 124856 TASK_STARTED INFO SCHEDULED
20180305 124856 TASK_MESSAGE INFO Expunging messages oider than 2011-03-05
20180305 124925 TASK_MESSAGE INFO Total number of deleted messages: 2239
2018-03-05 124925 TASK_MESSAGE INFO Without rules - Deleted messages: 2239
2018-03-05 124925 TASK_COMPLETED  INFO

, T

Note: The Expunge task is a very demanding task as it goes through the whole database,
checks messages older than the selected age and checks through policies. As a result, it
may take a while to finish, especially if never run before and if the database is huge. If
scheduled, the task is recommended to be set on a weekly or a daily basis some time after

your working hours.
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GroupWise

Beside the widespread Microsoft Exchange email platforms, Jatheon supports and can
journal from most email platforms. Settings for the GroupWise platform can be found
under the Message Source/GroupWise tab.

This task can be performed to ingest existing emails from the email server (GroupWise
Ingestion tab) and perform real-time journaling from the email server (GroupWise
Journaling tab ). The task can be set under the Configuration tab.

Check under the History tab, if you would like to review the logs for completed task.

Bt | ammmaa | e

( -

pre ego MOSATION AP POPE FOLOER IYNCHRONCZATON  MELGACC GUILE  CaPUNOC EMALS -l : . EXPORT AND POLCY Tl Sl ml'ﬁ

B vt - T T T
-pou o
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Export and Policy

Introduction

When you get your search results, you can easily export all of them or only selected ones
by clicking on the Export tab and by selecting the desired file format (PST, EML, PDF).
However, this export option is limited to 5000 emails. If you wish to export more than 5000
emails into PST/EML file format, you should use the Export and Policy task.

Click on the Edit tab and set up the task to be executed as per schedule or you can execute
it manually by hitting the Execute Now tab.

You should type the email to be notified once the task is done, choose the wanted
extension PST/EML, call for the previously created and saved search and choose Ergo as
the location where to save the temporary file. Use Mounted network drive only if you're
trying to export an extremely large number of emails and if there isn't enough space on the
appliance to store the temporary file. Hitting the Execute Now tab will start the creation of
the desired file. You can monitor the creation of the file under the History tab and you can
check the progress in percentages. Once the file has been successfully created you'll see
the download link for the file. Simply click on the link and download the file.

Note that creating a file can take a while depending on the number and the sizes of the
emails being exported. For this reason, the Export and Policy task can be left working in the
background. You can leave the task to finish the job for you and you'll receive an email
notification once it is done. Meanwhile, you can use the appliance regularly.

: oaTa | KNOWLIBGH | INsIGNT

JATHEON er O S
INGESTION IMAP POP3 FOLDER SYNCHRONIZATION MESSAGE QUEUE EXPUNGE EMAILS GROUPWISE | EXPORT AND POLICY TASK

Gowews (G

Notification Recipients:

>
s Message Source sseie, O B é
® PsT

&G User Management Saved search  |Exporttest search

Storage Location | @ Froo
é Backup © Wounted network drive

Onetime |Aug04,2019 130000 5]

B Message Size (KB) Greater Than 0 [ From: 2008-03-02 ]

~ Ergon1 130
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. DATA | KNOWLIDGE | INSIGHT
weon @GO e
INGESTION IMAP POP3  FOLDER SYNCHRONIZATION MESSAGE QUEUE  EXPUNGE EMAILS  GROUPWISE S
G Dashooars Viw Potey sk 1o

[; System Task Type: |Export messages task - Success n From: [Mar04,2018 [ To: [Mar 05, 2018 B

Results: 1 Page size: 10 [~ | 1 B

3 Message Source

DATE TIME TASK DURATION RESULT

é;é User Management

ﬁ Backup

MESSAGE

2018-03.05 TASK_STARTED Task triggered manualy by user ivan@jatheon.com
2018-03-05 135011 TASK_MESSAGE INFO Export started for saved search: Export test search

20180305 135011 TASK_MESSAGE INFO Message Size (KB) Greater Than 0
[ From: 2008-03-02)

20180205 135011 TASK_MESSAGE INFO Total mails for export: 4725,

20180305 135156 TASK_MESSAGE INFO Export in progress 11% <:|

Policy task

Use the Policy task under Message Source/Export and Policy task to add or remove a
large number of emails from the existing policy. The task will run in the background, as the
previously described Policy task. You can check and track the task's progress under the
History section of the task.

wtHeon @O O
INGESTION  IMAP  POP3  FOLDER SY QuEue EMALLS .:i EXPORT AND POLICY TASK l
S T

3 Dashooars vew (T
S

Recipients | example@jatheon com

His ory

> Execute Now

Message Source .

B Policy [test | - |
Task type Add Message To Policy

@ User Management Remove Message From Policy
One time Mar 05, 2018 14.03.00

ﬁ Backup D
execution

scheduled time
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History

Under the History tab you can see the history and details of all successful tasks, tasks with
errors, interrupted tasks or tasks with warnings. When Success drop-down menu is set on
blank it will display all tasks. Choose the desired task — Export messages task/Add or
Remove from policy task, select the desired report and the time period for wanted report
to check the logs. Click on the task result to expand the log and see it in more detail.

Note: The PST/EML file created during the Export task is located under the history tab of
the Export task section and is shown as a download link once it's ready.

oo e

weon @O0 o
INGESTION IMAP  POP3  FOLDER SYNCHRONIZATION MESSAGE QUEUE  EXPUNGE EMAILS  GROUPWISE "

2 pashooara Vew Potcy task Hm

; Sytem Task Type: | ETIIESSINT [ - | Bl Fom: [varos 2008 B o [waros 20 [
 —

Results: 1| Export messages task 1 ‘1
d remove from policy task
Message Source Ad
DATE TIME TASK DURATION RESULT

@ User Management

ﬁ Backup

2018-03-05 135011 Export messages task - Export messages task 00:0204 * ERROR
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4. User Management

Users

Introduction

The Users tab is where you want to go to manipulate with existing users, create a new user,
delete an existing one, change passwords, edit users' permission level by assigning them
different roles, allow users to search through teammates’ mailbox(es) by utilizing the
Mailbox Association option. In other words, the Users tab under the User Management
section is where you'll deal with the users of the cCore appliance.

Log in (default admin details) admin@jatheon.com / jatheonergo
Go to the Admin menu in the bottom left corner:

aneon @O O

SIMPLE  ADVANCED  SAVED SEARCHES SEARCH RESULTS  CLIPBOARD CONTENT RECENT SEARCHES KEYWORD LIST
; Policy
B Avan Simple Search

Do a simple search with a keyword, a phrase or save this search for later

SEARCH S Sender Recipents [} Subject Body [ Attachment

Date Range (From - To)

™ Aug 01, 2012 - FOREVER

Adrmn Menu
Change Password

Out
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Show Filters

Show Filters option helps you to search for existing users, which is a very helpful option
when a large user database is searched. You can filter the users through attributes such as:
first name, last name, creation date, last log in, emails, membership to a different OU or
groups and roles.

JATHEON ergo

g
BRDUFI OU LDAP ROLES < =
T X B

D System [ ] [ FIRST NAME LAST NAME CREATION DATE LAST LOGIN EMALLS oL GROUPS ROLES ] ﬂ

m System Administrator Aug 01, 2014 Feb 14,2018 admin@jatheon.com Default Group Admin
03:55 PM 04:05 PM COMPLIANCE_OFFICER_ROLE
END_USER_ROLE

[ pashooard

B Message Source

@ User Management
B Compliance Office Aug 01,2014 Mar 23, 2017 comply@jatheon.com Default Group COMPLIANCE_OFFICER_ROLE
03:56 PM 10:27 AM END_USER_ROLE (G)

Backy,
ﬁ % [m] End User Aug 01,2014 Mar 23, 2017 user@jatheon com Default Group END_USER_ROLE
0355 PM 10:32AM

o Steven Tobolar Feb 14, 2017 Mar 07, 2018 steven@jatheon.com Admin
10:31 AM 0259 PM COMPLIANCE_OFFICER_ROLE
END_USER_ROLE

=) Mies. Petkovic Feb 22, 2017 miles@jatheon com Default Group END_USER_ROLE
09:05 AM petkovicmy@hotmail com

] van Denic Mar 23, 2017 Mar 08, 2018 ivan@jatheon com Admin
10:33 AM 0215PM COMPLIANCE_OFFICER_ROLE
END_USER_ROLE

[ Tester Testerovic Mar 23, 2017 Mar 23, 2017 tester@testerovic.com END_USER_ROLE
11:39 AM 11:44 AM

Double click on the user you want to manipulate with and an additional menu will appear.

e You can change the password for the existing user manually (only if the user is not
managed by the LDAP) and add another email for the existing user under the Emails
section. In case you move(d) from an old domain to a new one, this will enable users
to search their legacy mailboxes.

e Add/remove user membership to an existing groups by selecting the checkboxes on
the left or click on the list icon to see the list view.

e Assign a user with an existing role by selecting the checkboxes on the left or click on
the list icon to see the list view. A single user can be assigned with more than one
role.

e Under the Mailbox Association section you can allow users to search through
different users’ mailboxes by checking the boxes on the left side of the user's email.
You can select more than one email. Click on the list icon to see the list view and
make it easier to select multiple emails from the large lists. This is useful if there is
an ongoing project and you would like to allow users to search through their
teammates’ mailboxes.
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= GATA | KNOWLIDGH | INSIGHT
aheon @O0 e

cnoups OU LDAP ROLES i
 sonens

D System [ ] FIRST NAME LAST NAME CREATION DATE AST LOGIN EMAILS ou GROUPS ROLES n

E Message Source

“ Backup

Mar 23, 2017
11:39 AM

First Name* | Tester

B Default Group

LastName* |Testerovic B testgroup
+ cnckmaodaeman<3 <
-
Password" " "
R at rd*
e Roles END_USER_ROLE =]
B admin O
L r B COMPLIANCE_OFFICER_ROLE
B Test
L
;

<

Mailbox Asgpciation by 24min@jatheon com

>
~8

B comply@iatheon com ﬁ

B ivan@jatheon com

B miles@jatheon com

Click on the Add button and an additional menu for the creation of the new user will
appear. Fill in the required fields, assign the user with at least one role, add the new user to
a group or associate him/her with an existing mail if needed. Do not forget to click on the
Save button to apply the changes and use the Refresh tab so the system can show you the
changes you made. This will make the new user visible.

JATHEON ergo Bara | xwowieoes | B
-‘” i i OU LDAP ROLES ﬁ-

a a

System Administrator Aug 01, 2014 Feb 14,2018 admin@jatheon com Detault Group Admin =
0355 PM 0405 PM COMPLIANCE_OFFICER_ROLE
END_USER_ROLE
Complance Office Aug 01, 2014 Mar 23, 2017 comply@jatheon com Default Group COMPLIANCE_OFFICER_ROLE
03:55 PM 1027 AM END_USER_ROLE (G)
End User Aug 01, 2014 Mar 23, 2017 userg@jatheon com Default Group END_USER_ROLE "

First Name* Groups B Defaut Group &
Last Name* W estoow
Emails™ 4 Cick o add a emal
Password”
Repeat password” < .
Roles BB END_USER ROLE =]

B Admin
B  COMPUANCE_OFFICER_ROLE
B st

Select the user that you would like to delete, hit the Delete button and confirm the
deletion. Click the refresh tab to make changes visible.
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D sym . FIRST NAME LAST NAME CREATION DATE LAST LOGIN EMARLS ou GROUPS ROLES n
] System Admistrator Aug 01, 2014 Feb 14, 2018 admin@jatheon com Detaut Group Admin -
B Message Source 0355 PM 0406 PM COMPUANCE_OFFIGER_ROLE

END_USER_ROLE

5 ] Complance Ofice Aug 01,2014 Mar 23, 2017 comply@jatheon com Defaut Group COMPLIANCE_OFFICER_ROLE
: 0355 PM Annz dns END_USER_ROLE (G}

Confirm x
End User Aug 01, 2014 com Detaut Group END_USER_ROLE
“ Backup 0355 PM

Steven Tobolar Feb 14,2017
10:31 AM

Admin
COMPLANCE_OFFICER_ROLE
END_USER_ROLE

FirstName* | End Groups Do Conin =]
LastName® |User W testgrowp
LA o uaiteon con_x ]
4 Chck 1o add a emal
Password” @ 5
Roles END_USER_ROLE =]
EEE .o .

Groups/OU

We synchronize the Organization units and Groups from the LDAP server, so all of your
different groups such as financial, IT, accounting etc. can be synced and you can use them
when performing Advanced Searches. Remember that you can manually create and delete
OU or groups and reorganize users on the appliance if needed.

oo e‘go usny @ oU  LDar  meEr
N R DI
c System 2 P N '

B Messagesowee — —

et = e Fed 14, 2007
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“““ouego. '_IJI'I m@mﬁr e )
PR | O e e

L sy a

a et Cupunvent [P Toe— Aoy 2004 155,52 W

aHeoN @O
siMPLE SAVED SEARCHES ~ SEARCHRESULTS  CLIPBOARD CONTENT  RECENT SEARCHES  KEYWORD LIST

[poe ] oEmom

\,/] Policy
From:  Mar 02,2008 n To: Foréés
P Audt [ |
From - [Contains A - = * n
Contains Any
Contains Phrase
4+ Add Search Block Not Contains Any
Not Contains Phrase
Less Than
Greater Than
In Group
In QU
Not In OU
Not In Group
as Reyword
Not Has Keyword

ERIA

+ Search field

~ Ergov11.30
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LDAP Configuration

Introduction
Jatheon's cCore series of appliances support integration with LDAP directories. We
currently support synchronization with Active Directory, Novell eDirectory, Lotus Domino,

Gordano. Custom mappings are supported too. The cCore appliance stores only the
usernames locally. User authentication is done via the LDAP server for each login attempt.

How to configure the LDAP Connection:
To configure LDAP on the Ergo appliance, please follow the procedure:

Log in (default admin details) admin@jatheon.com / jatheonergo
Go to the Admin menu in the bottom left corner :

wneon @O
SIMPLE  ADVANCED  SAVED SEARCHES  SEARCH RESULTS  CLIPBOARD CONTENT  RECENT SEARCHES  KEYWORD LIST
_
{1 Policy
P ® Simple Search
Do a simple search with a keyword, a plvase or save this search for later
SEARCH Sender Recipents [l Subject Body [l Amachment

Date Range (From - To)

4 Aug 01, 2012 - FOREVER

www.jatheon.com | 90 Richmond Street East, Suite 200 Toronto, Ontario, Canada M5C 1P1 | 1-888-528-4366 | 1-888-JATHEON 54



~g /ATHEON

In the admin menu, click on the User Management section and select the LDAP tab.
You'll see the list of all existing LDAP connections:

JATHEON ergo G, oum.:: uul:-mlulllnnou:.vﬁ

s | LDAP Mappings | LDAP Synchronization | History
D omen IO ) ) B

[ ashboard

ABE H PORT BASE DN CERTIFICATE ONNECT
B Message Source ] e “
@ windsurf windsurf jatheon loc 389 de=jatheon de=loc
&% User ma
ﬁ Backup
BT

Under the LDAP tab, click on LDAP Mappings section. All the servers created here will be
available under the LDAP Connections tab:

IATHEON efgo oo b Cmecdes’ "Q

UM SRCuE OV L)

§ omrcas - T T I
[; Sysem mmmm

§) Message Source - ﬂ
@
.
M Sk
P
Serwer Tape Cmai Ao1ibte
ON Azridets Pt Nerw Acridute
ON Amrivcne Deganrent AoTiduts
SN Antridate Lavl MociTed ieribute
vt Nawe Anrrisete
BT
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;.'.....ergo g “@_‘n n ..._........ﬁ

-
Secver Mopsing -'<:] S5 Austacscasce I
M Actee emtany

The following table explains all fields, their functions and use:

Field Name Explanation
Server Type Name of the LDAP mapping
DN Attribute LDAP Distinguished Name
CN Atrribute LDAP Common Name
SN Attribute LDAP SN Attribute
First Name Attribute LDAP First Name Attribute
Email Attribute LDAP Email Attribute
Full Name Attribute LDAP Full Name Attribute
Department Attribute LDAP Department Attribute
Last Modified Attribute LDAP Last Modified Attribute
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After you have created the server for mapping, click on the LDAP Connection section
in the LDAP Mappings section and select the Add button. Fill out all the required fields
and don't forget to save the changes.

JATHEON ergo

BATA | KNGWLIDGE | INSIOMT
USERS  GROUPS OU OLEI . ﬁ

LOAP Synchronization | History )
o T e
EL HOST

[i2 pashboard (¥ " L0AP Connections | LDAP Mappings

PORT BASE DN CERTIFICATE CONNECT ﬂ
n windsurf windsurf jatheon loc 389 desjatheon dc=loc

B Backup

ﬁ Message Source ]

Label o User DN
Port*
Host " 389 Password
erver Mapping - SSL Authentication Il
Base DN i
, 8

~ Ergov1130

. oaTA | KmowLEDGH | INsiGHT
JATHEON er O e
USERS GROUPS OU LDAP ROLES .

E Dashboard View (T ryrer— Ty —— m
D o e e
BE

5 Weesate colncs ] LAE HOST PORT BASE DN CERTIFIGATE NNE ﬂ

£X% User Management

ﬁ Backup

Label |windsurf . UserDN  Administrator@jatheon lor ™
Port*
Host | windsurf jatheon loc E: Password  eessesesese
ServerMapping | MSActve Directory [l SSL Authentication Il

Filter | (objectClass=user) L

Base DN | dc=jatheon de=loc
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The following table describes the information you need to enter:

Field Description

This is a unique name for this connection. You can set up multiple
Label connections to connect to multiple OUs. This field differentiates the
connections.

Host The FQDN or the IP address of your LDAP server.
server Select the supported server type
Mapping PP ype.

Port Specify LDAP port to use to connect through.

This is the root node in which all of the users are located. If your users

Base DN . . . .
are located in multiple USs, please create multiple connections.
Username that is used for importing other users. Generally, this user

User DN should have administrative privileges. For example:
“DOMAIN/username” or “username@localdomain” (e.g.
JATHEON/administrator or administrator@jatheon.local)

Password Password used for authentication.

SSL

Authentication Check whether your SSL Certificate is verified and working.

Test You can test the connection and check whether it works, before you
Connection save/create it.
Get SLL

. If you don't have one, click here to start the process.
Certificate y P
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Import Users

Once you've created and saved the connection, you can verify the functionality by
using the Test button. If the connection is set properly, you'll see the list of users.
Select the user(s) you want to import using check boxes or select all users. Note that
you first need to choose the role that new users are about to be assigned with. Use the
drop-down menu to assign the appropriate role. You can also import your company
organization units and associate them with users. Click on the check box option Also
import all referenced departments before you import selected users if you want to
import OUs along with users:

. DATA | KNOWLIDGE | INSIGHT
IBEhNON efgo ..'ﬂ
USERS  GROUPS OU -m ROLES y
@ Dashboard (I DA Connections | LDAP Mappings | LDAP Synchronization
s 2 e ey
Q Message Source LAREL HOST PORT BASE DN CERTIFICATE CONNECT ﬂ
v vandsurt windsur jatheon loc 289 desjatheon, dc=loc o
X% User Management {4

“ Backup
e

Milos Test role Mios Test role

NAME END_USER_ROLE can't see keyword list DEPARTMENT ﬂ
ADMIN_ROLE a
COMPLIANGE_OFFICER_ROLE test —

e
| ] Abraham Lincoln Leaders American Scientists, Jatheon
|
B
|
|
|
|

Administrator Administrator@jatheon loc Domain Admins, Exchange Windows Permissions, Enterprise Admins, Group Policy G
Benjamin Frankfin benjamin franklin@jatheon loc American,Scientists, Jatheon

Bruce Wayne bruce wayne@jatheon loc Leaders American SuperHeroes, Jatheon

Cynthia Kozlowski CKozlowski@steubenfoods.com Jatheon

Clark Kent clark kent@jatheon loc SuperHeroes, Jatheon

Di {D919BAOS-46A6-4151-80AD- Di D919BA05-46A6-4151-80AD- loc v

The imported users can now access/log into the cCore appliance.

Set up the LDAP Synchronization Task

LDAP users are periodically updated and the changes on the LDAP server can be
automatically synchronized with the cCore appliance by setting up the LDAP
Synchronization task on the appliance:

Click on the LDAP Synchronization section and click on the Edit button. It will become the
Save button and vice versa.
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- DATA | KNOWLEOGE | INSIGHY
weon @GO -
USERS GROUPS OU ROI.E! ot
[ pashooara view T —

B Message Source ﬁ

Once you are in the Edit mode you can select one or more LDAP connections to
synchronize manually by hitting the Execute Now button. You can also automate the task
to run as per schedule. If so, make sure that the task status is set to Enabled, fill in the
email address to receive the task's log, choose which LDAP connections you're scheduling,
choose if you are syncing the referenced departments as well and choose if you are
importing new users with the End User role. Pick the time for the task to be executed and
don't forget to click on the save button to apply the changes.

- oata | kowitoGH | sicuT
rHeon @O O o
USERS  GROUPS OuﬂoLE! e

[ asooars O 40 Comecton | LoRP appgs oA Syeronzaen | Hiiory
5 owes <

N p Recipients:

s Message Source
D e LDAP Connections windsurf

Import referenced departments I
ﬁ User Management
Import new users (with End User role) [l

ﬂ Backup Repeateverydayat: |03 H 00 n
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LDAP — History Section

In the history section you can see the history and details of all successful tasks, tasks with
errors, interrupted tasks or tasks with warnings. When the Success drop-down menu is set
on blank, it will display all logs. Click on the Search button, select the period for which you
would like to check your logs and you'll get the desired results. Click on the log to expand it
and examine it in greater detail.

. DATA | KNOWLIDGH | INSIGHT
aneon @O0 il
INGESTION  IMAP FOLDER SYNCHRONIZATION ~ MESSAGE QUEUE  EXPUNGEEMAILS GROUPWISE  EXPORTAND POLICY TASK 2
E Dashboard ACTH POP3 Connections

tem
S T KX B

5 Message Source T POP3 SERVER POR LS ENABLE ELETE AFTER DOWNLOAL ﬂ
[ | Test connection pop3.gmail.com 110 true false

);G User Management Test Connection

“ Backup
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User Roles

Introduction

In the cCore system, Roles are being used to determine different levels of permissions for
the user(s). This highly customizable option is what makes this system unique and
adjustable to suit to each user or group of users and their position within the company.
You can create as many roles as you want and a single user can be assigned with more
than one role.

The cCore system comes with 3 predefined default roles. Admin, Compliance Officer and
End User. By default, the Administrator is allowed to use the Admin menu and
administrate the appliance through the configuration menu, but cannot view and search
through other people emails. The Compliance Officer cannot access the Admin menu, but
he/she can see and search through all the emails on the appliance and apply different
rules. End Users cannot use the Admin menu or see other people’s email. They can see
only their own emails and their actions within the system are very limited. However, this
can be adjusted as per your needs and requests within your environment as you can
modify existing roles, delete them and create new ones.

To configure the Roles on the cCore appliance, please follow the following procedure:

Log in (default admin details) admin@jatheon.com / jatheonergo
Go to the Admin menu in the bottom left corner:

JATHEON efgo

| Policy

GaTA | KNOWLIOGE | INSIG)
-
SIMPLE  ADVANCED  SAVED SEARCHES  SEARCH RESULTS  CLIPBOARD CONTENT  RECENT SEARCHES  KEYWORD UST &

Simple Search

Do a simple search with a keyword, a phrase or save this search for later

P Audt

2 sencer (3 Recipents B Swect (2 Body [ Atachment

Date Range (From - To)

4 Aug 01,2012 - FOREVER
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ATA | ENOWLEDGE | INSIGHT
JATHEON e{go b _.f-ﬁ
USERS GROUPS OU LDAP 4
’
Bos (D OO B X

D System ] AN DESCRIPTION ﬂ
§ [} Milos Test role Milos Test role
B Message Source

@ END_USER_ROLE can't see keyword list

- i’ g
m COMPLIANCE_OFFICER_ROLE test

ﬁ Backup
~ Eigovi 13
-

Click on the Add tab and fill in the required fields: give a name to the new role and give it a
description. Using check boxes on the left, assign the new role with appropriate
permissions. User(s) assigned with this role will have limited access to the actions exactly as
per your settings done in this section. In other words, users will be/not be able to perform
certain actions. Note that you can use the list view of the actions by clicking on the list icon.

JATHEON ergo

o
USERS GROUPS OU LDAP =
- - -

; System

1] Milos Test role Milos Test role
ﬁ Message Source
m END_USER_ROLE can't see keyword fist
- = = =
(] COMPLIANCE_OFFICER_ROLE test
ﬁ Backup
P ¢ Permissions — =] @ ﬁ
A iew Hidden Recipients
Description
earch other people emails
hare Saved Searches
erform Quick Search
- .
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PERMISSIONS

Actions On Message- 1A DESCRIPTION

; . . Show Histogram Mios Test role
‘a Message Source Access to Clipboard

(] Forward Message can't see keyword list
Restore To Inbox
[} Export To PDF &
Export To PST
Export To EML
CreatefUpdate/Delete Comment
“ Backup Download Messages

View Comment written by other users
Print Message Pormissions oy A dmin Access oY =|
Print Search Results
Verify Integrity of Message B View Hidden Recipients.
View and download inline Images B Seacch otier peopis enels
View related messages
[ Share Saved Searches.

Policy ') B Perform Quick Search
-

< Ininashnsiianian >

oo

Add Message To Policy
Remove Message From Policy
Create/Update/Delete Policy

View Policy
Apply sample rate
Search A
Perform Quick Search
\
Ceciencee S v

Here is the complete list of actions that you assign to a role. For an easier overview, actions
are divided into sections: Actions on message, Policy, Search, Admin Access etc.

PERMISSIONS x

Actions On M 0

Show Histogram

Access to Clipboard

Forward Message

Restore To Inbox

Export To PDF

Export To PST

Export To EML
Create/Update/Delete Comment
Download Messages

View Comment written by other users
Print Message

Print Search Results

Verify Integrity of Message

View and download inline Images
View related messages

Policy (A)

Add Message To Policy
Remove Message From Policy
Create/Update/Delete Policy
View Policy

Apply sample rate

ARRRS
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PERMISSIONS x

Search (A

b4 Perform Quick Search
4 Perform Advanced Search
b4 Create/Update/Delete Saved Search
bd View/Run Saved Search
Export task
Search over non standard headers
View Message Access History

Compliance Officer Q

B4 View Hidden Recipients
b4 Search other people emails
Share Saved Searches

Admin Access A

Admin Access

Keyword List A

b4 Create/Update/Delete Keyword List
bd View Keyword List

Legal Hold A

bd Create/Update/Delete Legal Hold
bd View Legal Hold

Dashboard (A

View Overall Message Statistics

User Preferences ‘A

b4 View Profile
04 Allow change Password
b4 Allow Changing Reading Pane View

Audit Trails (A
View Audit Trail

Social Media ®

Social Media Search
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Select the role you want to delete and execute the action with Delete button. Instead of
deleting the role, you can modify the existing role. Double click on the role and change the
settings on the permissions, name, description. Don't forget to click on the Save button to
apply changes.

3 -
sruion @GO o
USERS GROUPS OU Lmr -
Gowes O ) G XY

D System [ ] NAME ¥ DESCRPTION ﬂ
Mios Test role Milos Test role
B Message Source
END_USER_ROLE can't see keyword list
[ ] ADMIN_ROLE a

ﬁ Backup

. Permissions ~
Name | Mios Test role Admin Access 8 ﬁ

View Hidden Recipients

Descri Milos Test rok
esciption sadloobia Search other people emails

|

v

aved Searches

uick Search
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About Jatheon

We founded Jatheon Technologies Inc. in 2004 to empower companies in their efforts to
ensure email compliance and facilitate eDiscovery.

Today, we are leaders in the archiving industry, with 5+ billion processed messages and
unique on-premise and cloud archiving and governance solutions. We continue to raise the
bar throughout the industry with our latest enterprise-grade cCore archiving appliances, a
powerful archiving, retrieval and dynamic monitoring software and best-in class tech
support, Jatheon Care. In 2017, we built Jatheon CTRL - a social media and mobile
archiving add-on that smoothly integrates with our email archiving software.

It is our mission to ensure security and bring peace of mind to businesses, government
agencies, educational, financial and healthcare institutions across the globe. We're
headquartered in Toronto, but we serve clients worldwide through our network of global
business partners. For more information, please visit www.jatheon.com.

www.jatheon.com | 90 Richmond Street East, Suite 200 Toronto, Ontario, Canada M5C 1P1 | 1-888-528-4366 | 1-888-JATHEON 67


https://www.jatheon.com/
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