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Instruction Manual 
 

    

 

Jatheon cCore v3 Admin Manual 

 

 

Thank you for choosing Jatheon Technologies. This guide describes administration tasks for your cCore 

archiving appliance. 

 

*Please note that the system presented in this manual may differ from yours depending on the version 

of the software you’re currently using. 
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1. Dashboard 
This is a short overview of the admin menu dashboard section of the Jatheon appliance 

web interface. 

The dashboard section provides some basic information on the usage, health and statistics 

of the Jatheon appliance. To access the dashboard, you’ll need to have admin permissions 

on the appliance and go to the admin menu section.  

 

Once there, the first tab on the top left is the dashboard. 

 

The dashboard section consists of 3 pages: System Info, Email Statistics and New 

Statistics. 
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System Info 

The System Info tab gives basic information about the usage and health of your appliance. 

The first thing you’ll see at the top is the Refresh button along with a drop-down menu that 

allows you to configure auto refresh (disabled by default). Pressing the refresh button will 

refresh the information displayed on this page. 

 

On the left side, you’ll see the information about the RAM usage (allocated), disk usage, 

swap memory usage, root partition usage, as well as search engine RAM and disk usage. 

 

 
On the right side of the system info tab you’ll see health information about the appliance as 

well as CPU temperature, number of processed emails and number of emails waiting to be 

processed (pending mails). 
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Email Statistics 

The Email Statistics tab allows you to find statistics on every aspect of the appliance 

operation. You can filter these by total number of messages on the appliance, number of 

duplicates, number of attachments and you can also select the size scale you wish to have 

displayed (KB, MB or GB). You can also select to see a daily or hourly reports and select the 

date range you wish to generate statistics for. Once it’s all configured, you can press the 

Show Report button and the appliance will generate and display the statistics for the 

selected parameters below. 
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The email statistics tab also has 3 subtabs. The first is Graph Statistics, outlined above. 

The other two are Email Statistics, which displays the same results without the graphs 

and can be copied easily, and Schedule Statistic Mailer. 

 

The Schedule Statistic Mailer tab allows you to schedule and send statistics reports to 

specific email addresses. This saves you from having to log in to the web interface every 

time and run the task for statistics by sending them to you in an email. 
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New Statistics 

The New Statistics tab of the dashboard displays more detailed statistics such as how 

many of the total number of emails were internal, incoming or outgoing, average email 

size, average attachment size, average emails per day/month/year, as well as the average 

search time and maximum search time. It will also show RAM usage, disk usage etc. 
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2. System 
This is a short overview of the admin menu system section of the Jatheon appliance web 

interface. 

To access the system settings you’ll need to have admin permissions on the appliance and 

go to the admin menu section.  

 

 

 

Once there, click on the second tab on the top left to access system settings. 

 

 

 

System settings section consists of 5 pages: General Configuration, Proxy Settings, SSL 

Certificates, Support and Outlook Plugin. 
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General Configuration 

 

You can edit General configuration settings by clicking on Edit button. 
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When you’re done editing, you can save your settings by clicking on the Save button which 

will replace the Edit button once you select it. 
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Proxy Settings 

Here you can add your proxy settings. 

 

 

 

SSL Certificates 

You can easily install or renew your SSL certificate by importing it to your appliance. 
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Support 
You can easily install the dedicated support channel which will allow Jatheon support to log 

in remotely. 
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3. Message Source 
 

Ingestion 
 

Introduction 

 

The Ingestion task is used to import emails that are packed inside a Microsoft PST file or 

individual EML files. You should have a predefined folder where all PST or EML files will be 

located. The process will start after you click on the Execute Now button. Please note that 

it may take a while to finish depending on the number of emails you are trying to ingest. 

When the process is finished, you can check the log for the ingestion process in the history 

tab. 

 

 

To configure Ingestion on the cCore appliance, please do the following: 

Log in (default admin details) admin@jatheon.com / jatheonergo 

Go to the Admin menu in the bottom left corner. 
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When you are in the Admin menu, click on the Message Source tab on the left and select 

Ingestion tab. Here you will see the following sections:  

 

1 Ingestion 

2.Network 

3.History 

 

 

You’ll first need to create and configure the Network section. Click on the Add button and 

the Edit section will appear. 
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The following table explains all field functions and use: 

 

Location 

(Local) 

Select a local destination folder for mounting remote network drive. At this 

moment only one location is available - /mnt/ingestion 

Device 

(Remote) 

Enter network drive address (location) 

Do not use backslash \  

You should use slash /  

Here’s an example: //edison.jatheon.local/pncimport. 

Domain 
Here you can define Domain security attribute for network drive (if 

required). 

Username 
Here you can define username security attribute for network drive (if 

required). 

Password Here you can define password for username (if required). 

Type 
Here you can choose between two network drive types, (access protocols) 

CIFS or NFS. 

 

After the network drive has been mapped, you’ll see the Mount option. You need to mount 

the drive so it can be used (displayed) as selection in PST and EML Ingestion.  
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If you want to delete the network drive from the appliance, you need to click on the 

checkbox on the left to select it and then click on the Delete button.  

 

 

PST/EML Ingestion Section 

Once the network drive has been mapped, go to the Ingestion section, choose the file type 

you are importing (PST/EML), fill in the recipient email to be notified once the task is done, 

select /rename files to/ check box. 

If the import was completed without errors, you’ll have your original files renamed as pst. 

If you are importing a huge number of PST files and for some reason the ingestion task 

finishes with errors, you’ll be able to reingest only the problematic files (PST failed). 
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Make sure that the task is set to Enabled. You can also set the number of hours for the 

task to reoccur if you wish to automate the process and simply load the PST/EML files to 

the shared drive and execute ingestion as per schedule. 

 
Once you've prepared everything as described in the previous segment, go to the  Edit tab 

and choose Set locations tab. Choose location and load selected path. You'll be able to see 

shared drive content. Select the desired PST files. Use Select All option or manually select 

the folders  you wish to ingest.  
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Save the changes and click on the Execute tab to start ingesting selected files from the 

mounted network path. 

 
Ingestion ‒ History Section 

In the History section you can see the history and details of all successful tasks, tasks with 

errors, interrupted tasks or tasks with warnings. When the Success drop-down menu is set 

on blank, it will display all logs. You can choose to see the history for the PST Ingestion 

tasks or for the EML Ingestion tasks by clicking on the task type drop-down menu. After 

selecting, click on the Search button, select the period for which you would like to check 

your logs and you’ll get the desired results. Click on the log to expand it and examine it in 

greater details. 
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IMAP 
Introduction 

 

IMAP module is a utility for retrieval of email messages from IMAP servers. In order to fetch 

content from an IMAP server, you need to define a server connection, which can be done in 

the IMAP Connection section. The IMAP server is the latest and most popular protocol 

among modern email servers. The biggest internet providers allow their users to configure 

their accounts for IMAP access to their messages. All the required information on the 

connection settings can usually be found on their proprietary pages. 

 

To configure the IMAP task on the cCore appliance, please follow the following instructions: 

 

Log in (default admin details) admin@jatheon.com / jatheonergo 

 

Go to Admin menu in the bottom left corner: 
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When in Admin menu, click on the Message Source tab on the left and then select IMAP: 

  
 

After clicking on the Add button, Edit section will appear with the following options: 
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The following table explains all field functions and use: 

 

Field Name Explanation 

 

 

Connection Name 
Enter the name of new IMAP connection. After data is saved, the 

connection name will appear on the IMAP main list. 

 

 

IMAP Server 

Enter your IMAP server HOST name, which can be an IP address or 

the FQDN. 

(for example: imap.gmail.com) 

 

 

 

Port Provide server port for IMAP traffic. 
 

 

TLS Enabled 
Check this box if server requires Transport Layer Security protocol 

(TLS). 

 

 

Delete after 

Download 

Check this box if you want your email messages to be deleted on 

IMAP mailbox after messages are delivered to cCore. 

(NOTE ‒ IMAP server configuration may overwrite this behavior 

depending on IMAP users account settings). 

 

 

 

Mailbox Folder Enter the remote mailbox name (e.g. Inbox, Sent etc.). 
 

 

Username Enter email account (email address). 
 

 

Password Enter account password. 
 

 

Batch Size 

You can define maximum number of email messages to fetch in a 

single batch retrieval operation. 

The purpose is to reduce IMAP server traffic load. Please change 

default values of Batch size, and Batch size (KB) with extreme 

caution. 

 

 

 

Batch size (KB) 

You can define maximum package size in kilobytes for email 

messages to fetch in a single batch retrieval operation. Please 

change the default values with extreme caution. 

 

 

 

Maximum Message 

size (MB) 

You can define the maximum size of an email message to retrieve. 

Messages larger than this size will be excluded from download and 

will remain on the server. 

In case such messages exist, the task log will create a warning 

message. 

 

 

 

 

After IMAP connection has been created, the Test Connection button will appear. You can 

test if the connection is properly set up and whether it’s working without retrieving emails 

from the folder. 
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If you want to Delete the IMAP connection, click on the check box on the left to select the 

IMAP connection and then click on Delete button. 
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IMAP –  Scheduler Section 

Once you’ve created the IMAP connection(s) and tested it to make sure it’s working 

properly, you can automate the task to run as per schedule. You can also run the task 

manually at any time by hitting the Execute Now button. Click on Scheduler section on the 

IMAP and then click on the Edit button to enter into scheduler edit mode. 

 

Once you are in Edit mode, you’ll have the Save button, and all options will be 

available/not grayed out.  
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The following table explains all field functions and use: 

Function Explanation 

Save 

Select which IMAP connections you want system to run as per 

schedule. 

The Save button will remember all the changes and it will turn back 

again into the Edit button. Please note that this is not enough for task 

to be automated as it must be in the Enabled state. 

Cancel Discard all changes and return task to previous state. 

Execute Now 

Select which IMAP connections you want to run manually by clicking 

on their check boxes on the left and then click on Execute Now button 

to start the task. 

Disabled/Enabled 

The disabled button is in red and it indicates that there will be no 

automatic task performed. By clicking on it, you are Enabling the task. 

This means that after the save button is used, all selected IMAP 

connections will run as per schedule. 

IMAP 

Connections list 
The list of all existing IMAP connections. 

Recur every _ 

minute(s) 
You can set up the time in minutes for the system to re-run the task. 

Next fire time 
If the task is disabled, there will be nothing here. If the task is enabled 

you’ll see the next fire time for the task. 
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IMAP ‒ History Section 

In the history section of IMAP, you can see the history and details of all successful tasks, 

tasks with errors, interrupted tasks or tasks with warnings. When Success drop-down 

menu is set on blank, it will display all tasks. Click on the log to expand it and examine it in 

greater detail. 

 

 
 

POP3 

 
Introduction 

 

POP3 is the first widely adopted email protocol within the internet community. This module 

is used to define a connection to client's POP3 servers and retrieve messages, either on 

demand (triggered manually) or as a scheduled task. In order to define relevant connection 

attributes, please contact your network (POP3) server administrator. 

 

To configure Ingestion on the cCore appliance, please do the following: 

Log in (default admin details) admin@jatheon.com / jatheonergo 

Go to the Admin menu in the bottom left corner: 
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When you are in the Admin menu, click on the Message Source on the left and then select 

POP3. 

 
After clicking on the Add button, Edit section will appear with the following options: 
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The following table outlines all field functions and uses: 

Field Name Explanation 

Connection Name 
Enter the name of the POP3 connection. After data is saved, 

connection name will be on the POP3 main list. 

POP3 Server 

Enter your IMAP server HOST name, which can be an IP address 

or FQDN 

(e.g.  pop3.gmail.com). 

Port Define the  server port for POP3 traffic. 

TLS Enabled 
Check this box if the server requires Transport Layer Security 

protocol (TLS). 

Delete after 

Download 

If checked, the messages will be deleted from POP3 server 

mailbox after being downloaded to the cCore server. 

Username Enter the email account (email address). 

Password Enter the email account password. 

Maximum Message 

Size (MB) 

Here you can define the maximum size of email message to 

retrieve. Messages larger than this number will be excluded from 

download and will remain on the email server. 

In case such messages exist, the task log will create a warning 

message. 

After the POP3 connection has been created, the Test Connection button will appear. You 

can test if the connection has been properly set up and whether it’s working without 

retrieving emails from the folder.  
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If you want to Delete the POP3 connection, click on the check box on the left to select a 

specific connection and use the Delete button to perform the action.  
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POP3 Scheduler Section 

When a POP3 connection is created and tested to verify that it is working properly, you can 

set up automatic task to run on a scheduled base for the chosen POP3 connections. You 

can also run the task manually using the Execute Now button. Click on the Scheduler 

section of the POP3 tab and then click on the Edit button to enter into Scheduler Edit 

mode. 

 

Once in Edit mode, you will see the Save button, and all options will be available and not 

grayed out. 
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Function Explanation 

Save 

Select which POP3 connections you want the system to run as per 

schedule and set up the process to repeat at some number of 

minutes. 

The Save button will remember all those changes and will turn back 

again into Edit button. Please note that this is not enough for the 

task to be automated since you still need to use Enable/Disable 

option. 

Cancel 
Discard all changes. The Scheduler will roll back into its last saved 

state. 

Execute Now 

You can select which POP3 connections you want to run manually by 

clicking on their check box on the left and then clicking on the 

Execute Now button. 

Disabled/Enabled 

The Disabled button is in red status and it indicates that there will be 

no automatic task performed. Click on it and change the status into 

Enabled. 

This means that after the save button is used, all selected POP3 

connections will run as per schedule. 

POP3 
You can see all already created POP3 connections and chose 

whether to be executed automatically by the system or not. 

Connections list 
You can run the selected connections instantly with the Execute now 

button. 

Recur every _ 

minutes 
You can set up the time in minutes for the system to rerun the task. 

Next fire time 
If the task is disabled there will be nothing here. If the task is 

enabled, you will see the next fire time for the task. 
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POP3 History Section 

In the POP3 history section you can see the history and details of all successful tasks, tasks 

with errors, interrupted tasks or tasks with warnings. When Success drop down is set on 

blank it will display all tasks. Click on the log to expand it and see more details. 
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Folder Synchronization 

Introduction 

Folder Synchronization is a task that can synchronize any LDAP user’s folders from their 

Outlook with the Jatheon cCore system.  

To configure the Folder Synchronization task on the cCore appliance, please follow these 

steps: 

Log in (default admin details) admin@jatheon.com / jatheonergo 

Go to the Admin menu in bottom left corner: 

 

 

After the folder synchronization task is properly configured, executed and finished 

successfully, every LDAP user which was selected for folder synchronization will have all 

their folders/structure and emails displayed in the same way as in his email client 

(Outlook). 
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Here is the list of fields and actions you can perform here: 

Title Explanation 

Edit/Save 

Click here to enter the Edit mode (Edit button will become Save button) 

and all fields will be available. Once you’re done with editing, click on 

the Save button to apply changes. 

Cancel Discard all changes by clicking on this button. 

Exchange WebServices URL 

Enter the URL from your Exchange server  

and add additional information on the URL - additional 

information/text is "ews/Exchange.asmx" 

Server's Admin Username 
Enter the Administrator's username - email address for Exchange web 

service authentication. 

Server's Admin Password Enter Administrator's password. 

Existing Users 

This is where you’ll find the complete list of all available users in the 

system  for folder synchronization. 

Users can be located in Admin menu/User Management/Users tab). 

Select the  users here and then click on right arrow icon to move them 

to Selected User section. 

Selected Users 

Only users that are in this section will be available for folder 

synchronization. 

Click on the user in this section and then on the left arrow to return 

them to Existing Users section. 

Partial Synchronization, 

synchronizes only 

mails in the existing folders 

With this option, only folders with changes/differences (when 

compared to the current state) will be synchronized, not all folders.  

Recur every _ hours 

You can set up the number of hours when system will automatically 

run folder 

synchronization task (the task must be set to Enabled). 

Task start 
You can set up the first ever synchronization task by selecting any date 

in the future from the calendar. 

Execute Now Manually run task instantly. 

Enabled/Disabled 

If task is properly configured, you can enable or disable automatic run 

of the task. 
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In the History section of the folder synchronization, admin can see the history and details 

of all successful tasks, tasks with errors, interrupted tasks or tasks with warnings. When 

Success drop down menu is set on blank, it will show logs for all tasks. 

 

 
How to enable impersonation on Exchange 2010: 

 

When enabling the Folder Structure feature, we need a service account on the Exchange 

server that has permission to impersonate other accounts and access their mailboxes. 

 

Step-by-step guide 

 

1. Open Exchange Management Shell 

 

2. Create a service account that will be used for impersonation (e.g. 

jatheonServiceAccount) 

 

3. Create a Management Scope that covers all the mailboxes. The following command 

will create a scope called "jatheonScope", with a filter that matches the condition of 

"RecipientType = UserMailbox" 

 

New-ManagementScope -Name:jatheonScope - 

 

RecipientRestrictionFilter:{ RecipientType -Eq "UserMailbox" } 
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4. Create a new role that associates the service account with the new scope created in 

the previous step 

 

New-ManagementRoleAssignment –

Name:jatheonIimpersonationAssignmentName –

Role:JatheonImpersonation –User:jatheonServiceAccount –

CustomRecipientWriteScope:jatheonScope 

 

Message Queue    
 

Introduction 

 

Message Queue is a collaboration mode with the journaling feature of modern email 

servers. It allows the Jatheon appliance system to import journaling files for indexing and 

archiving purposes. Email communication will not be available on cCore system for 

searching or rules-hits until this task is performed and emails are imported. 

 

By default, the task is scheduled for execution every 5 minutes. It can be re-set to run more 

or less frequently. This won’t impact the performance of the server or the Jatheon 

appliance. 

 

To configure the Message Queue task on the cCore appliance, please do the following: 

Log in (default admin details) admin@jatheon.com / jatheonergo 

 

Go to the Admin menu in the bottom left corner: 
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When you are in the Admin menu, click on the Message Source on the left, and then 

select Message Queue tab. Here you will notice the Scheduler and the History sections.  

 

 
 

In the Scheduler section, click on the Edit button (it will become Save button and vice-

versa) and you will be allowed to adjust the number of minutes for the task execution. 

 

 

The following table outlines all fields functions and use: 
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Field Explanation 

Execute Now 

Triggers the task manually. 

Emails journaled between two imports are still not searchable 

until this task is performed either manually or as per schedule. 

Disabled/Enabled 

The disabled task is sleeping/not activated. 

Enabled means that this task will perform automatically. The time of 

execution is set under "Flush every ____" section.  

Mail count 

in preprocessor 

folder 

Displays the number of emails waiting to be imported into cCore system. 

Mail count in 

processor folder 

Displays the number of emails that are imported after Execute Now (or 

auto-task) into cCore system and are ready to be indexed. 

Flush Every 
If the task is set as Enabled, you can set up how often the task will be 

performed. 

Next fire time 
You can see information about the next fire time of the task. Please note 

that the task needs to be set to Enabled. 

Cancel Discards all unsaved changes. 

Save 
After you have set up this task, click on the Save button to apply all 

changes. 
 

 

 

  



 

 

 
 
 

  

 www.jatheon.com   l   90 Richmond Street East, Suite 200 Toronto, Ontario, Canada M5C 1P1   l   1-888-528-4366   l   1-888-JATHEON 
 

40 

History Section 

 

In the history section of the Message Queue task, you can see the history and 

details of all successful tasks, tasks with errors, interrupted tasks or tasks with 

warnings. When Success drop-down menu is set on blank it will display all tasks. 
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Expunge Emails 

Introduction 

 

Expunge emails is a task through which you can delete emails older than certain age.  

 

To configure Expunge Emails task on the cCore appliance, please follow the following 

procedure: 

 

Log in (default admin details) admin@jatheon.com / jatheonergo 

Go to the Admin menu in the bottom left corner:  

 

 
Once you are in the Admin menu, click on the Message Source on the left and then select 

Expunge Emails tab. Here you will notice the Expunge and the History sections. 
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Select the Expunge tab and edit the task:  

 
 

Set up the number of years/months/days you want to keep emails on the appliance. All 

emails older than this age will be deleted from the appliance once the Expunge task is 

triggered and finished. Fulfill the recipient email field to be notified once the task is done. 

Please note that this task can take a while, depending on the archive size. You can simply 

start the Expunge task manually by hitting the Execute Now tab, or you can automatize it as 

per schedule. Make sure the task status is set to Enabled and don't forget to Save the 

changes after altering the task properties. 
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History Section 

 

In the history section of the Message Queue task you can see the history and details of all 

successful tasks, tasks with errors, interrupted tasks or the tasks with warnings. When 

Success drop-down menu is set on blank it will display all the logs. Don't forget to select the 

period (the date range) for which you'd like to review the logs.  

 

 

 

Note: The Expunge task is a very demanding task as it goes through the whole database, 

checks messages older than the selected age and checks through policies. As a result, it 

may take a while to finish, especially if never run before and if the database is huge. If 

scheduled, the task is recommended to be set on a weekly or a daily basis some time after 

your working hours. 
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GroupWise 

 

Beside the widespread Microsoft Exchange email platforms, Jatheon supports and can 

journal from most email platforms. Settings for the GroupWise platform can be found 

under the Message Source/GroupWise tab. 

 

This task can be performed to ingest existing emails from the email server (GroupWise 

Ingestion tab) and perform real-time journaling from the email server (GroupWise 

Journaling tab ). The task can be set under the Configuration tab. 

Check under the History tab, if you would like to review the logs for completed task. 
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Export and Policy 

Introduction 

 

When you get your search results, you can easily export all of them or only selected ones 

by clicking on the Export tab and by selecting the desired file format (PST, EML, PDF). 

However, this export option is limited to 5000 emails. If you wish to export more than 5000 

emails into PST/EML file format, you should use the Export and Policy task.  

 

Click on the Edit tab and set up the task to be executed as per schedule or you can execute 

it manually by hitting the Execute Now tab.  

 

You should type the email to be notified once the task is done, choose the wanted 

extension PST/EML, call for the previously created and saved search and choose Ergo as 

the location where to save the temporary file. Use Mounted network drive only if you’re 

trying to export an extremely large number of emails and if there isn’t enough space on the 

appliance to store the temporary file. Hitting the Execute Now tab will start the creation of 

the desired file. You can monitor the creation of the file under the History tab and you can 

check the progress in percentages. Once the file has been successfully created you’ll see 

the download link for the file.  Simply click on the link and download the file.  

Note that creating a file can take a while depending on the number and the sizes of the 

emails being exported. For this reason, the Export and Policy task can be left working in the 

background. You can leave the task to finish the job for you and you'll receive an email 

notification once it is done. Meanwhile, you can use the appliance regularly. 
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Policy task 

 

Use the Policy task under Message Source/Export and Policy task to add or remove a 

large number of emails from the existing policy. The task will run in the background, as the 

previously described Policy task. You can check and track the task's progress under the 

History section of the task. 
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History 

 

Under the History tab you can see the history and details of all successful tasks, tasks with 

errors, interrupted tasks or tasks with warnings. When Success drop-down menu is set on 

blank it will display all tasks. Choose the desired task ‒ Export messages task/Add or 

Remove from policy task, select the desired report and the time period for wanted report 

to check the logs. Click on the task result to expand the log and see it in more detail. 

 

Note: The PST/EML file created during the Export task is located under the history tab of 

the Export task section and is shown as a download link once it’s ready. 
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4. User Management 
 

Users 

 
Introduction 

 
The Users tab is where you want to go to manipulate with existing users, create a new user, 

delete an existing one, change passwords, edit users’ permission level by assigning them 

different roles, allow users to search through teammates’ mailbox(es) by utilizing the 

Mailbox Association option. In other words, the Users tab under the User Management 

section is where you’ll deal with the users of the cCore appliance. 

 

Log in (default admin details) admin@jatheon.com / jatheonergo 

Go to the Admin menu in the bottom left corner:  
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Show Filters 

 

Show Filters option helps you to search for existing users, which is a very helpful option 

when a large user database is searched. You can filter the users through attributes such as: 

first name, last name, creation date, last log in, emails, membership to a different OU or 

groups and roles. 

 

 
 

Double click on the user you want to manipulate with and an additional menu will appear. 

● You can change the password for the existing user manually (only if the user is not 

managed by the LDAP) and add another email for the existing user under the Emails 

section. In case you move(d) from an old domain to a new one, this will enable users 

to search their legacy mailboxes. 

● Add/remove user membership to an existing groups by selecting the checkboxes on 

the left or click on the list icon to see the list view. 

● Assign a user with an existing role by selecting the checkboxes on the left or click on 

the list icon to see the list view. A single user can be assigned with more than one 

role. 

● Under the Mailbox Association section you can allow users to search through 

different users’ mailboxes by checking the boxes on the left side of the user's email. 

You can select more than one email. Click on the list icon to see the list view and 

make it easier to select multiple emails from the large lists. This is useful if there is 

an ongoing project and you would like to allow users to search through their 

teammates’ mailboxes. 
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Click on the Add button and an additional menu for the creation of the new user will 

appear. Fill in the required fields, assign the user with at least one role, add the new user to 

a group or associate him/her with an existing mail if needed. Do not forget to click on the 

Save button to apply the changes and use the Refresh tab so the system can show you the 

changes you made. This will make the new user visible.  

 

 
 

Select the user that you would like to delete, hit the Delete button and confirm the 

deletion. Click the refresh tab to make changes visible. 
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Groups/OU 
 

We synchronize the Organization units and Groups from the LDAP server, so all of your 

different groups such as financial, IT, accounting etc. can be synced and you can use them 

when performing Advanced Searches. Remember that you can manually create and delete 

OU or groups and reorganize users on the appliance if needed. 
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LDAP Configuration 
 

Introduction 

 

Jatheon's cCore series of appliances support integration with LDAP directories. We 

currently support synchronization with Active Directory, Novell eDirectory, Lotus Domino, 

Gordano. Custom mappings are supported too. The cCore appliance stores only the 

usernames locally. User authentication is done via the LDAP server for each login attempt. 

 

How to configure the LDAP Connection:  

 

To configure LDAP on the Ergo appliance, please follow the procedure: 

 

Log in (default admin details) admin@jatheon.com / jatheonergo 

Go to the Admin menu in the bottom left corner : 
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In the admin menu, click on the User Management section and select the LDAP tab. 

You’ll see the list of all existing LDAP connections:  

 

 
 

Under the LDAP tab, click on LDAP Mappings section. All the servers created here will be 

available under the LDAP Connections tab: 
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The following table explains all fields, their functions and use: 

 

Field Name Explanation 

Server Type Name of the LDAP mapping 

DN Attribute LDAP Distinguished Name 

CN Atrribute LDAP Common Name 

SN Attribute LDAP SN Attribute 

First Name Attribute LDAP First Name Attribute 

Email Attribute LDAP Email Attribute 

Full Name Attribute LDAP Full Name Attribute 

Department Attribute LDAP Department Attribute 

Last Modified Attribute LDAP Last Modified Attribute 
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After you have created the server for mapping, click on the LDAP Connection section 

in the LDAP Mappings section and select the Add button. Fill out all the required fields 

and don't forget to save the changes. 
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The following table describes the information you need to enter: 

Field Description 

Label 

This is a unique name for this connection. You can set up multiple 

connections to connect to multiple OUs. This field differentiates the 

connections. 

Host The FQDN or the IP address of your LDAP server. 

Server 

Mapping 
Select the supported server type. 

Port Specify LDAP port to use to connect through. 

Base DN 
This is the root node in which all of the users are located. If your users 

are located in multiple USs, please create multiple connections. 

User DN 

Username that is used for importing other users. Generally, this user 

should have administrative privileges. For example: 

 “DOMAIN/username” or “username@localdomain” (e.g. 

JATHEON/administrator or administrator@jatheon.local) 

Password Password used for authentication. 

SSL 

Authentication 
Check whether your SSL Certificate is verified and working. 

Test 

Connection 

You can test the connection and check whether it works, before you 

save/create it. 

Get SLL 

Certificate 
If you don't have one, click here to start the process. 
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Import Users 

 

Once you've created and saved the connection, you can verify the functionality by 

using the Test button. If the connection is set properly, you’ll see the list of users. 

Select the user(s) you want to import using check boxes or select all users. Note that 

you first need to choose the role that new users are about to be assigned with. Use the 

drop-down menu to assign the appropriate role. You can also import your company 

organization units and associate them with users. Click on the check box option Also 

import all referenced departments before you import selected users if you want to 

import OUs along with users:  

 

 

 

The imported users can now access/log into the cCore appliance. 

 

Set up the LDAP Synchronization Task 

 

LDAP users are periodically updated and the changes on the LDAP server can be 

automatically synchronized with the cCore appliance by setting up the LDAP 

Synchronization task on the appliance: 

Click on the LDAP Synchronization section and click on the Edit button. It will become the 

Save button and vice versa. 
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Once you are in the Edit mode you can select one or more LDAP connections to 

synchronize manually by hitting the Execute Now button. You can also automate the task 

to run as per schedule. If so, make sure that the task status is set to Enabled, fill in the 

email address to receive the task's log, choose which LDAP connections you’re scheduling, 

choose if you are syncing the referenced departments as well and choose if you are 

importing new users with the End User role. Pick the time for the task to be executed and 

don't forget to click on the save button to apply the changes. 
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LDAP ‒ History Section 

 

In the history section you can see the history and details of all successful tasks, tasks with 

errors, interrupted tasks or tasks with warnings. When the Success drop-down menu is set 

on blank, it will display all logs. Click on the Search button, select the period for which you 

would like to check your logs and you’ll get the desired results. Click on the log to expand it 

and examine it in greater detail. 
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User Roles 

 
Introduction 

 

In the cCore system, Roles are being used to determine different levels of permissions for 

the user(s). This highly customizable option is what makes this system unique and 

adjustable to suit to each user or group of users and their position within the company. 

You can create as many roles as you want  and a single user can be assigned with more 

than one role.  

 

The cCore system comes with 3 predefined default roles. Admin, Compliance Officer and 

End User. By default, the Administrator is allowed to use the Admin menu and 

administrate the appliance through the configuration menu, but cannot view and search 

through other people emails. The Compliance Officer cannot access the Admin menu, but 

he/she can see and search through all the emails on the appliance and apply different 

rules. End Users cannot use the Admin menu or see other people’s email. They can see 

only their own emails and their actions within the system are very limited. However, this 

can be adjusted as per your needs and requests within your environment as you can 

modify existing roles, delete them and create new ones. 

 

To configure the Roles on the cCore appliance, please follow the following procedure: 

 

Log in (default admin details) admin@jatheon.com / jatheonergo 

Go to the Admin menu in the bottom left corner: 
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Click on the Add tab and fill in the required fields: give a name to the new role and give it a 

description. Using check boxes on the left, assign the new role with appropriate 

permissions. User(s) assigned with this role will have limited access to the actions exactly as 

per your settings done in this section. In other words, users will be/not be able to perform 

certain actions. Note that you can use the list view of the actions by clicking on the list icon. 
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Here is the complete list of actions that you assign to a role. For an easier overview, actions 

are divided into sections: Actions on message, Policy, Search, Admin Access etc. 
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Select the role you want to delete and execute the action with Delete button. Instead of 

deleting the role, you can modify the existing role. Double click on the role and change the 

settings on the permissions, name, description. Don’t forget to click on the Save button to 

apply changes. 
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About Jatheon 

 
We founded Jatheon Technologies Inc. in 2004 to empower companies in their efforts to 

ensure email compliance and facilitate eDiscovery. 

Today, we are leaders in the archiving industry, with 5+ billion processed messages and 

unique on-premise and cloud archiving and governance solutions. We continue to raise the 

bar throughout the industry with our latest enterprise-grade cCore archiving appliances, a 

powerful archiving, retrieval and dynamic monitoring software and best-in class tech 

support, Jatheon Care. In 2017, we built Jatheon CTRL - a social media and mobile 

archiving add-on that smoothly integrates with our email archiving software. 

It is our mission to ensure security and bring peace of mind to businesses, government 

agencies, educational, financial and healthcare institutions across the globe. We’re 

headquartered in Toronto, but we serve clients worldwide through our network of global 

business partners. For more information, please visit www.jatheon.com. 

https://www.jatheon.com/
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